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Libervia: A Comprehensive Overview

A feature-rich ecosystem

End-to-end encryption, decentralized, and standards-based
Multi-frontends

Multi-platform

Open Source/Libre (AGPL v3+)

Highly extensible/customizable
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Instant Messaging
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Calendar Events
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Vous avez actueliement 4 événements dans votre liste personnelle
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Figure 4: Group Events
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Figure 5: List with Invitation Panel



File Sharing
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Upload and access files from any device
Simplified permission management

Optional end-to-end encryption

Generate public HTTP link for any uploaded file
P2P for large file exchanges between any devices
NAT /Firewall traversal (Jingle FT)

Optional quotas



Photo Albums
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State-of-the-Art End-to-End Encryption

» OMEMO:2

» OX (OpenPGP for XMPP)
> Pubsub e2ee

» Pubsub Signature



Audio/Video Calls and Desktop Sharing/Remote Control

» Current grant from NLnet/NGI Assure
» One-to-one calls working with web frontend
» Upcoming features:

» Desktop sharing

> Multi-Party (MUJI/SFU)

» Remote Desktop Control



Seamless Integration

» Natively compatible with the entire XMPP ecosystem
» Third-party integration with other protocols:
» Slidge for Signal, Telegram, Discord, Steam, Mattermost,
Facebook, Skype, WhatsApp
» Biboumi for IRC
» Spectrum?2
» and more.

» ActivityPub <=> XMPP Gateway



ActivityPub <=> XMPP Gateway

» Enable Libervia (or any XMPP software) to work seamlessly
with software such as Mastodon, Pleroma, PeerTube,
Mobilizon, etc.

» Smooth integration: it should be transparent to end-users

» Public AP messages are mapped to XMPP Pubsub

P> Private AP messages are mapped to XMPP Instant Messages



Customization Capabilities

» Robust theme engine

> The web frontend is essentially a web framework using XMPP
to handle data

» Same templates in backend and frontend

» Work is underway on API stabilization for frontends and a
plugin architecture for easy backend and frontend
enhancements

» Documenting the process of creating new frontends or plugins
is currently a top priority



Standards Compliance

» Long-standing member of XSF (XMPP Standards Foundation)
» Authored several XEPs (XMPP Extension Protocol):

XEP-0355:
XEP-0356:
XEP-0413:
XEP-0460:
XEP-0465:
XEP-0470:
XEP-0471:
XEP-0473:
XEP-0475:
XEP-0476:
XEP-0477:

>
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Namespace Delegation
Privileged Entity

Order-By

Pubsub Caching Hints
Pubsub Public Subscriptions
Pubsub Attachments

Events

OpenPGP for XMPP Pubsub
Pubsub Signing

Pubsub Signing: OpenPGP Profile
Pubsub Targeted Encryption

» Testing compatibility with XMPP ecosystem



Current State

» In the stabilization phase
» Version 0.9 coming soon (ETA: Q4 2023)
» Mostly a single-person project to date



Future

» Moving towards sustainability

P Potential to establish a trustworthy and ethical service provider
in the communication domain

» Offering SaaS

» Implementing dedicated tools



Potential Users

» Individuals (group of friends, family)
» Associations
» Schools/universities
» Public services
» Companies

» NGOs

> And you!



Conclusion

Libervia is

» An all-in-one solution

» Open Source/Libre, standard, and decentralized

» Privacy-focused with state-of-the-art end-to-end encryption
» Compatible with third-party networks

» Feature-rich

» Highly customizable

In essence, it's a unique offering



Join Our Journey

Libervia is not just a project, but a growing community.

» Contribute: If you have skills in programming, design,
translation, or technical writing, your contributions are
welcome. Join our community and help enhance Libervia.

» Support: Ensuring the sustainable development of Libervia is
crucial. If you're able, consider supporting us financially. Every
contribution, no matter the size, helps us continue our work.



Thanks

Thank you for your time. Any questions?

» https://libervia.org: Official Website

» https://www.goffi.org: My blog, project news

» Also available on XMPP and ActivityPub! goffi@goffi.org JID
and actor handle

» libervia@chat.jabberfr.org: Official XMPP Chat Group

» goffi@mastodon.social: Mastodon account
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